Implementing Cyber Risk Management as a “Cost-Avoidance” Mechanism

Incident Response Services
Don’t wait for an information security breach to happen to realize
you’re not prepared. During an active incident, IT staff must already
have a comprehensive incident response plan in place that details
roles and responsibilities, procedures and communications. Without
the clarity of a tested plan, an information security breach will become
worse and ultimately, more costly.

Your Gateway To Cyber Risk Management
www.hemispherecybersec.com

Having a plan is important. Having a team at your disposal is critical.
HEMISPHERE can provide you with the necessary tools to reduce the
cost of incident response.
FACTOID: 80% of a cyber insurance policy is exhausted during
the incident response phase of a claim. This leaves only a small
fraction of a policy’s value to address breach notifications, credit
monitoring, or legal defense preparation.
CASE STUDY: In early 2017, HEMISPHERE worked with a law
firm’s client in response to a data exfiltration case. The victim was a
small Government Contractor located in the Mid-Atlantic region but
had to respond to over 30 state attorney generals increasing the cost
of the event significantly.
Man Hours:


CEO - 27



CFO - 45



Director of IT - 110



Attorney - 57 hours and still not fully resolved

The majority of the time spent was learning what was needed to be
done and why. Let HEMISPHERE help you with a fully integrated
solution that allows you to have a digital forensics incident response
team, call center, breach notification, legal support, and credit
monitoring.

HEMISPHERE’s robust framework
positions our clients for success
through our strategic partners. We
accomplish this by applying lessons
learned from other’s mistakes. This
enables reductions in your total cost
of ownership by more rapidly
bringing your systems back online
and astutely meeting regulatory and
statutory requirements in response to
a breach.

HEMISPHERE’s Strategic Alliance

HEMISPHERE’s strategic alliances will allow you to have peace of
mind in outsourcing unfamiliar and overly burdensome tasks that are
designed with the small and medium size business owners in mind.
Our experts are highly trained and experienced in supporting criminal
and civil matters following strict guidelines defined by the U.S.
Department of Justice and NIST Special Publication 800-161
“Computer Incident Security Handling Guide”

Making Cyber Risk
Operationally Relevant

© Copyright 2017. All Rights Reserved

